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Abstract 

Evolution of new automotive architectures and services in the domain outpaces 

the adoption security, and more recently relevant, privacy controls. The need 

for privacy, in particular, is not part of typical automotive discussions, 

considering the future plans by most manufacturers. The Software Defined 

Vehicle (SDV) concept, while increasing elements of security and privacy risks, 

provides a clean slate to build future architectures. In this talk, we will discuss 

some of the overlooked elements of privacy in different stages of automotive 

pipeline, starting from design. We will also provide some additional insights into 

the privacy controls that should be considered for SDV architectures. 
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