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Abstract
The web is a powerful platform for developers and users, enabling the former to provide
personalized experiences and sophisticated services to the latter. Most users experience the
open web through their browser, which is their agent in the online world. Safety is a critical
aspect in the online world, and browsers have different ways to mitigate online threats. In
this talk, I will cover two recent advances in web safety: notifications spam mitigation and
distributed browser fingerprinting detection. Most notification prompts are not granted by
users, but they constitute a potential threat vector for subsequent online abuses (e.g.,
phishing). To decrease the notification spam in Chrome, we designed, evaluated and
deployed an on-device ML model that decides whether to show a less visible permission
prompt depending on the browsing context and the users' past actions in such context.
Regarding browser fingerprinting, which is a privacy-invasive technique to extract a quasi-
unique device identifier from the browser's properties and device characteristics, we
designed and evaluated a novel detection approach based on federated learning with
differential privacy guarantees.
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