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Abstract:

One widespread, but frequently overlooked, source of
security information is influencer marketing ads on
YouTube for security and privacy products such as VPNs.
This talk examines how widespread these ads are, what kind
of information they convey, and what impact they might
have. Starting from a random sample of 1.4% of YouTube,
we identify 243 videos containing VPN ads with a total of 63
million views. Our estimates suggest that this scales up to
billions of views across all of YouTube. Using qualitative
analysis, we find that these ads commonly discuss broad
security guarantees as well as specific technical features,
frequently focus on internet threats, and sometimes
emphasize accessing otherwise unavailable content. We find
a number of potentially misleading claims, including
overpromises and exaggerations that could negatively
influence viewers’ mental models of internet safety. As such,
we explore the relationship between YouTube VPN ad
exposure and users’ mental models of VPNs, security, and
privacy. We use a novel VPN ad detection model to calculate
the ad exposure of 217 participants via their YouTube watch
histories, and we develop scales to characterize their mental
models in relation to claims commonly made in VPN ads. We
find that exposure to VPN ads is significantly correlated with
familiarity with VPN brands and increased belief in often-
unrealistic threats. In contrast, we find no significant
correlation between exposure to VPN ads and belief in
factual or misleading mental models about VPNs
themselves. These findings suggest that the impact of VPN
ads on user mental models is predominantly emotional (i.e.,
perception of threats) rather than technical. We recommend
increased oversight of such ads to alleviate beliefin
unrealistic threats.
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